A Jini-Based Solution for Electronic Prescriptions by Ghinea, G et al.
794 IEEE TRANSACTIONS ON INFORMATION TECHNOLOGY IN BIOMEDICINE, VOL. 10, NO. 4, OCTOBER 2006
A Jini-Based Solution for Electronic Prescriptions
Gheorghita Ghinea, Member, IEEE, Shervin Asgari, Arash Moradi, and Tacha Serif
Abstract—In most countries today, handwritten, paper-based
medical prescriptions are the norm. While efforts have been made
in the past and are being made at present to migrate toward
electronic dispensation of prescriptions, these have generally
omitted to incorporate ubiquitous computing technology in
their proposed solutions. In this paper, we focus on this issue
and describe a Jini-based prototypical solution for electronic
prescriptions, which allows for their wireless transmission to
in-range pharmacies and the augmentation of the service levels
rendered to the user, with, for instance, information about queue
lengths and estimated waiting times being provided to the patients.
Clinical and user evaluation revealed that there were high levels of
agreement as regards the prototype’s effectiveness, ease of use, and
usefulness.
Index Terms—Electronic prescriptions, Jini, ubiquitous
computing.
I. INTRODUCTION
TODAY, in most countries, a handwritten medical prescrip-tion is the most common way of prescribing medicine. A
prescribing doctor writes the prescription after a direct consul-
tation with a patient. The prescription is then signed and handed
over to the patient who carries it to the pharmacy for dispens-
ing, with the patient being free to choose whichever pharmacy
she/he wishes to go to. The pharmacist is handed over the paper
prescription, and she/he enters the details into the system. The
system then prints out the usage labels for the drug, and lastly
the patient signs the prescription, pays for the expenses, and
receives the drug.
While computerized systems for drug treatment have ad-
vanced simultaneously with the proliferation of computing and
networking technologies, work in the field of electronic pre-
scriptions has mainly taken place in the context of hospitals’
computerized prescription order entry (CPOE) systems. More-
over, while considerable efforts have been undertaken in related
areas, such as the representation and exchange of computerized
medical information [1], [2], [3] and the impact of the Internet
on online prescription and dispensation of drugs [4], research
dealing with the propagation of electronic prescriptions through
the practitioner–patient–pharmacy chain remains relatively
scarce.
Pilots of electronic prescription systems (EPSs) took place
as early as 1997 in the U.K. [5]. These were respectively, the
Transcript, Pharmacy2U, and Flexiscript models. The Transcript
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model uses a two-dimensional (2-D) barcode on a paper pre-
scription that the patients deliver to a pharmacy of their choice.
The pharmacist scans in the barcode, validates the digital sig-
nature, and dispenses the drugs. The Pharmacy2U model re-
lies on the patients using designated pharmacies. The general
practitioner (GP) encrypts and digitally signs the prescription,
and sends it directly to the designated pharmacy. Lastly, the
Flexiscript model relies on using a central storage where
the prescriptions are stored until retrieved by a pharmacist.
The system also generates a paper prescription containing a
unique data store identification number for the patient and a
barcode representation of the digitally signed prescription. The
patient takes the prescription to any pharmacy, and the pharma-
cist uses the identification number to retrieve the e-prescription
from the central storage. Although they were all beset by var-
ious shortcomings, acceptability of the developed EPSs was
high [6]. Other models suggest using a smartcard containing the
medical history, which the patient always carries around. The
idea is that the patients could deliver this smartcard, which the
pharmacists could use to decrypt and to extract the prescription
from [7], [8], [9]. Needless to say, none of these early developed
solutions incorporated wireless technology. More recently, solu-
tions that are wireless based have been piloted. Thus, solutions
based on smartcards, where repeat prescriptions are transmit-
ted wirelessly to the patients’ doctor [10], have been piloted,
as have point-of-care systems. Here, prescriptions are written
on a personal digital assistant (PDA) at the point of care, and
transmitted during cradle synchronization with a PC, to a pre-
defined pharmacy [11]. However, all of these solutions suffer
from either one (or both) of the two major drawbacks. First, they
are not generic (involving specialized scenarios, such as repeat
prescriptions, where problems encountered in the more general
case of prescribing medicine, such as potentially toxic drug in-
teractions do not occur). Secondly, they are not truly ubiquitous
(since they involve only wireless data upload, in a given, local-
ized, setting—such as a surgery or the patient’s home—with all
subsequent data communication taking place through a wired
medium).
In this paper, we have sought to address the limitations iden-
tified earlier, and have developed a wireless prototype solution
for an EPS. Our proof-of-concept solution is not intended as a
replacement for the existing, non-wireless, EPS initiatives. On
the contrary, it is complementary, harnessing Jini technology to
offer enhanced levels of service to clinicians and patients alike.
Accordingly, the structure of this paper is as follows. Section II
presents an overview of the Jini technology and its applications
in telemedicine. Section III then goes on to discuss the benefits
of electronic prescriptions and current implementations of EPSs.
In Section IV, a detailed description of the implementation of
our solution is provided, while Section V presents a walkthrough
of the proposed prototype. Lastly, Section VI presents the results
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Fig. 1. Jini discover/join protocol.
of an evaluative study of our solution, while the implications of
our work are elaborated upon in Section VII, where conclusions
and possibilities for future work are presented.
II. JINI TECHNOLOGY IN TELEMEDICINE
Jini is a service-oriented framework that enables the entities
in a distributed environment to define, discover, and advertise
their services in a robust and impromptu manner [12]. It provides
a spontaneous and self-healing environment [13], where the
services and service consumers can enter and leave a network
without affecting or interrupting the existing network activities.
Services are the most important concept within Jini. They
make use of the infrastructure and programming model to dis-
cover other services, take part in federations, and announce
their presence to other services and users. To do this, the Jini
technology revolves around a trio of protocols: discover, join,
and lookup. The first two provide the service advertisement
functionality. Thus, the discovery protocol is used when a new
service provider in a Jini federation needs to register with a
lookup service, in which the service provider uses either unicast
or multicast discovery to locate a lookup service [12], [14].
Once this is done, the join protocol entails the service provider
uploading a service object to the lookup service (arrow 1 in
Fig. 1). This object represents the service and can be regarded
as a proxy. The proxy is a part of the service that is visible
to the clients, but its job will be to pass method calls back to
the rest of the objects that form the total implementation of
the service. At this stage, the service has entered the federa-
tion and is ready to be discovered. This is done by the lookup
protocol.
Accordingly, the client locates a lookup service, finding an
appropriate service by its type interface and attributes. The ser-
vice object is then loaded into the client (arrow 2). The final
stage involves the client communicating directly with the ser-
vice provider via the proxy object (arrow 3). The client employs
the methods provided in the proxy to invoke the service and per-
form operations specific to it. Depending on the type of service,
the proxy could be a remote method invocation (RMI) reference
to the actual service, a local copy of the entire service, or a
combination of both. In the latter case, some of the functions
of the service are provided locally and the remaining through
remote calls to the service implementation.
A. Telemedicine Applications
As expected, in the telemedicine area, Jini has been used
to interface and integrate previously disparate devices. Ac-
cordingly, Jini has been applied in the Department of Nuclear
Medicine at Wilhelminenspital, the largest community hospital
in Vienna, Austria. In this study, Knoll et al. [15] integrated
the combination-computed tomography (CT) scanner and the
single-photon emission computed tomography (SPECT) cam-
era. The evaluation confirmed that the Jini technology had in-
creased Wilhelminenspitals’ capacity to spot previously unseen
tumors in their patients. From a different perspective, Petrovski
and Grundy [16] integrated different development technologies
to implement a health information system. As a part of their
proposed solution, the Jini technology was utilized to support
the interfacing of observational appliances, such as electrocar-
diogram (ECG) monitoring devices, and applet-enabled PDAs.
From a similar context, Eko Systems developed a complete med-
ical system named Frontiers [17]. In Frontiers, all observational
devices are integrated in a system in which the Jini agents dy-
namically and without human intervention connect to a server
and log their data. In a related work [18], a remote health care
monitoring system that utilizes 2,5/3G public wireless networks
is described. In particular, the system enables remote moni-
toring, real-time and store-and-forward mode, of patient data
collected by a body area network (BAN). In this system, vital
data from sensors and actuators, which are attached to the pa-
tient, is gathered using the Jini technology and forwarded to a
gateway, which communicates with the Jini services resided in
a remote back-end system.
Parkka et al. [19] also used Jini to develop a wireless moni-
toring platform for personal weight management. The platform
provides the users with information on weight control, nutrition,
and exercise, which can be accessed whenever needed from any-
where. Data from the measurement devices are captured using
the Jini technology, and presented on a PDA or a mobile ter-
minal. Finally, the authors argue that their system provides a
platform and test-bed for assessing new techniques in the field
of personal health management.
It is our belief that the dynamic networking features of Jini and
its ability to integrate heterogeneous devices in ad hoc networks
make it ideally suited for implementing an EPS. In particular,
such a system is especially suited for overcoming the limita-
tions of current paper-based prescription systems, limitations
that shall now be elaborated upon in more detail.
III. THE CASE FOR ELECTRONIC MEDICAL PRESCRIPTIONS
The advent of the Internet has raised new and complicated
legal and ethical issues with respect to using it to procure pre-
scription drugs [4]. Moreover, while debates with respect to
the impact of EPSs on traditional communication patterns be-
tween clinical stakeholders [1] and the underlying informational
representations are still ongoing [3], there seems to be a gen-
eral consensus that EPSs benefit all the parties. Patients, for
instance, would be assured of error-free prescriptions as the
system would set the drug dosage and check for possible ad-
verse drug interactions. It is also believed that the eradication
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of handwritten prescription pads will result in fewer medication
errors [20] and transcript errors [21]. Medication errors often
occur because of illegible handwriting, confusing drug names,
and dosage mistakes [22]. Transcription errors presently occur
when prescriptions are re-input from their paper format into the
pharmacists’ computer systems, and it is believed that EPSs will
reduce them [22].
EPSs would allow the patient to choose whichever pharmacy
she/he might wish to go to. The system sends the prescription
electronically to the pharmacy while the patient is still in the
doctor’s office, thus allowing the pharmacy for immediate dis-
pensation. Although recent evaluation of pilot systems in the
U.K. showed that there was an increase in the overall waiting
time for the patients, this was mainly attributed to the incomplete
development state of the pilots and the users’ unfamiliarity with
the system [5]. Moreover, the quality of prescriptions is better
using EPS: whereas doctors may forget to sign paper prescrip-
tions, by its very design an EPS would have to be digitally
signed in order for drugs to be dispensed. In practice, missing
signatures cause the pharmacist to make a call back to the doc-
tor, thus delaying the drugs being dispensed to the patient [22].
Similarly, patients may forget, or lose their prescriptions. With
an EPS such situation would not have an impact on the dispen-
sation process.
From a different perspective, it is also widely believed that
an EPS can help to greatly reduce fraudulent activity [20],
[22]–[24]. Another benefit is highlighted by a research con-
ducted in Denmark studying EPSs, which showed that the work-
load for pharmacists became more evenly spread over the day
and both doctors and pharmacists appreciated the extra time
gained [25]. One particular advantage was not having to spend
so much time making call backs. Research [26] has shown that
75% of general practitioners (GPs) thought it would be useful
to know whether or not all or some of their patients had re-
trieved their medicine. Furthermore, 80% preferred to know if
specific patients collected their medicines. A last benefit is that
an EPS can perform indication-based price screening of medi-
cations and suggest alternatives to the physician if the cost of
the medication exceeds a critical value.
IV. IMPLEMENTATION
A. Aim
In this paper, we have sought to alleviate the problems identi-
fied earlier and develop a fully flexible and secure prototype for
prescribing medicine. We have built a Jini-based context-aware
prototype that, in addition to the advantages an EPS provides,
will add more flexibility in the sense that patients can use phar-
macies based on their current location, thus saving time, money,
and energy.
In order to delineate requirements, input was sought from the
three main stakeholder groups involved in the project: GPs, pa-
tients, and pharmacists. Accordingly, semistructured interviews
were held with all such groups. Here, their opinions on a series
of requirements extracted from the literature (see Section III)
dealing with issues such as handwriting, mis-prescription, fraud,
ease, and security of mobile-based interaction were sought. Ad-
Fig. 2. System model.
ditionally, stakeholders were asked to come up with suggestions
of their own for functionality that a wireless EPS should have.
Four London-based GPs and pharmacies took part in this ini-
tial study, as did ten patients. The outcome of this requirements
gathering exercise was that the stakeholders wanted an EPS so-
lution that would be easy to use, secure, and one that would
reduce the risk of prescription errors or fraud. Thus, GPs and
pharmacists wished to be able to access data regarding a patients’
drug history, submission of prescriptions, and drug interactions.
On the other hand, the patients indicated that they wanted to ex-
ploit the potential ubiquitous features of any solution to access
a range of pharmacies, and made available information such as
queue lengths and drug information (whether or not a particular
drug is in stock, its price) available to them.
B. Application Structure
The main components in the prototype are GP system, central
storage system, pharmacy system, and Jini clients (Fig. 2). The
GP system consists of a desktop computer with a local database,
which is connected to a wireless access point. The pharmacy
system has a similar structure, but in this case, there can be
more than one server in order to handle multiple connections.
The central storage system is comprised of several servers that
are linked to a shared database. Finally, the Jini clients consist of
Jini-enabled wireless devices such as PDAs and Smart Phones.
According to Fig. 2, the GP prescribes a drug and chooses
whether to transmit it to a pharmacy of the patients’ choice
or to start a service containing the encrypted prescription. In
the former case, the encrypted data is sent to the pharmacy
server. In the latter, a Jini-enabled device connects to the wire-
less network and downloads the encrypted prescription for a
particular patient. Whenever the patient is within the range of a
Jini-enabled pharmacy system, the wireless device will detect it
and the patient can commence the communication process with
the pharmacy.
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Fig. 3. System architecture.
Security and privacy of health care information is of
paramount importance and entails that the unprotected trans-
fer of plain textual prescriptions across insecure networks is
clearly not an option. It is thus necessary to ensure that only
medical professionals involved in an EPS can access the sys-
tem and the prescriptions within it [22]. Given this, we decided
to encrypt and digitally sign the prescriptions using session-
key encryption. Session-key encryption is a way of using both
symmetric and asymmetric encryption together to get the best
of both. This means that one uses a symmetric algorithm to
encrypt the data, and then encrypts the symmetric key with
an asymmetric algorithm. In addition, session-key encryption
offers added security. Some asymmetric key algorithms such
as RSA [27] can be susceptible to text analysis attacks. Be-
cause text has recurring patterns, repeated cipher-texts can be
analyzed to break the encryption contextually. However, if one
encrypts the random-looking binary data of a session-key with
an asymmetric algorithm, it is virtually impossible to contextu-
ally analyze it due to the way in which asymmetric encryption
works [28]. Lastly, the encrypted prescription is digitally signed
with an X. 509 public key certificate [8]. This certificate contains
information about the public key (e.g., what cryptographic func-
tions the key can be used for and its validity period), the owner of
the key pair, and details about the certification authority, which
is confirming the ownership. The encrypted data is transmitted
using the hypertext transfer protocol over secure socket layer
(HTTPS). Moreover, the connection between the entities and
the wireless access point is itself secured using 128-bit wired
equivalent privacy (WEP) encryption.
C. Application Architecture
The prototype was developed at Brunel University during
October 2004–June 2005. Java, Jini, and the eXtensible Markup
Language (XML) were used to provide full platform indepen-
dence, scalability, and flexibility. The system architecture dia-
gram (Fig. 3) shows the main components that make the system
model work. Accordingly, the Jini clients were implemented on
an HP iPAQ 5450 PDA running on Microsoft Pocket PC 2002
(Windows CE) and IBM J9 Java Runtime Environment Personal
Profile. To support Jini services, client applications need a web
server for code transfer. However, in this case, the web server
must be small enough to run on a resource-constrained device
such as a PDA. Sun Microsystems do not include such web
servers in their Jini bundle. Thus, for this purpose we chose the
PicoWebServer 1.0 from Newmad Technologies. While in the-
ory there is no cap on the number of devices that can participate
in a Jini federation, in practice this is limited by the underly-
ing networking infrastructure. Thus, in our particular case, in
which we use the IEEE 802.11 g (WiFi) specification, this has
an operational limit of between 20 and 30 devices, depending on
their specific individual bandwidth requirements [5]. Bearing in
mind that data transferred in our case is textual (non-bandwidth
intensive), the upper limit of 30 devices is more than adequate
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Fig. 4. Active Jini lookup service.
for most pharmacies. The GP and pharmacy system run on Win-
dows XP Professional edition Service Pack 2 and Java Runtime
Environment from Sun Microsystems.
The central storage behaves as a repository for prescription
runs as a bridging mechanism between GPs and the pharmacies.
It runs Microsoft SQL Server 2005, receiving prescriptions in its
central server from the GPs and sending requested prescriptions
to the pharmacies. Once a prescription is issued by a pharmacy,
a record of this is made in the central storage. The GP applica-
tion retrieves patient and drug information from a local database
using the open database connectivity (ODBC) to create the pre-
scription. The stored data is used to read medical histories and
perform security checks, such as prescription integrity and drug
interactions on the patients. The prescription is always sent en-
crypted to a central storage, and by the patient’s request to a
designated pharmacy, or a Jini service. In the first two cases, the
application uses a predefined port number and Internet protocol
(IP) address to send the encrypted prescription. The pharmacy
server receives the data, decrypts it in the pharmacy applica-
tion, and stores it in a local database using ODBC. In the latter
case, the GP application uses Jini protocols (join, discovery, and
lookup) to create and start a prescription service that will use the
Jini lookup service to register itself and announce its presence.
The GP system also contains a Jini web/code server where the
code to execute the service remotely can be downloaded. The
same applies for all the web servers in all the entities that need to
upload the code to remote units. A wireless device consisting of
GP and pharmacy client applications uses the Jini protocols to
detect a particular service and download the corresponding pre-
scription. Subsequently, the device locates a pharmacy through
the pharmacy’s Jini lookup service and commences the interac-
tion with the pharmacy service (Fig. 4). The pharmacy service
will conduct some requests on the pharmacy server and the lo-
cal database through the ODBC by itself, while other requests
that require runtime values of objects are conducted through the
bridging service. Furthermore, both the bridging and the phar-
macy services register their abilities in the lookup service in
order to broadcast their existence.
V. PRESCRIPTION GENERATION SCENARIO
A. GP Application
To be able to prescribe and process medicines, GPs have to
log in to the system with a username, password, and a reference
to the database. After the GP logs in, she/he then asks for the
patient’s social security number. If she/he is a former patient,
his/her information is displayed. However, if she/he is a new
patient, the doctor has to fill the necessary fields [Fig. 5(a)]. To
avoid any possible input errors or adverse drug interactions, a
confirmation request or error message is respectively displayed
prior to the prescription being transmitted. If there are any such
errors, the GP can re-input the prescription, after which she/he
is again asked to confirm its contents. Only when the GP checks
and explicitly confirms the prescription details, can she/he ini-
tialize the sending process. Lastly, a printout of the prescription
is printed for extra confirmation.
The patient is asked if they would like to receive the prescrip-
tion on their wireless device. If so, the prescription is uploaded
to the Jini lookup service. However, if they wish to either send
the prescription to a central storage or a designated pharmacy,
this can also be done by the GP. The encryption process is
started, and the GP digitally signs the prescription before it is
sent to the pharmacy. This reduces the risk of prescription fraud
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Fig. 5. (a) GP main page. (b) Pharmacy menu.
as only digitally signed prescriptions by the GP are accepted by
the pharmacy.
B. Pharmacy Application
When the pharmacy application is launched and the correct
username and password are entered, the application launches
and waits for incoming prescriptions. If a prescription is re-
ceived, and the signature is authenticated, the prescription is
displayed in the application. Each prescription received is dis-
played in the queue until processed. To view a prescription, one
has to either double-click on one of the prescriptions in the list,
or choose one and view it from the file menu [Fig. 5(b)]. After
clicking to view the prescription, the pharmacist can then see
when the prescription was sent, by whom, to whom, and what
to prescribe. The pharmacist also has an option to alter the pre-
scription with the patients consent. Although this is normally
done to provide an alternative cheaper drug, a request is first sent
to the central storage to check the patient’s record for possible
adverse interactions that prescribing the new drug might entail.
C. Downloading the Prescription
At this point, the service is available for download. The user
can now launch the GP client application from his/her device. It
must be noted that the client can be started at any time whenever
the user desires and it does not need to be in the vicinity of a
prescription service. On launching the GP client, the user is
prompted to insert his/her social security number. After the
social security number is entered and verified by the user, the
application commences the search process. When a matching
prescription is located, it is downloaded to the device [Fig. 6(a)]
and removed from the lookup service.
D. Pharmacy–Patient Interaction
The user can start the process of getting his/her drug dispensed
by launching the pharmacy client application. The application
immediately starts searching for available pharmacies. When
the application is in range of a pharmacy, it detects the service
and adds it to its list of found pharmacies. The list grows bigger
as new pharmacies are discovered. Pharmacies that no longer
Fig. 6. (a) Prescription downloaded. (b) Queue status.
are available, due to their wireless network range or other fail-
ures, are removed from the list as well. The user can choose
whichever pharmacy she/he desires from the list. Subsequently,
the application downloads and displays the service the chosen
pharmacy has to offer. It must be noted that the graphical user
interface a device receives varies, depending on its resources
(in our prototypical implementation, separate interfaces were
created for laptops and PDAs).
After the services’ user interface is downloaded, the user
can perform different tasks on it. However, if no prescription is
present on the device, an error message is shown. Assuming that
a prescription is available, the user can submit the prescription
directly to the pharmacy and check the actual length of the queue
in the pharmacy [Fig. 6(b)], as well as lookup information about
the prescribed drug.
Now that the user has obtained all the information needed,
she/he can either submit the information or, if the queue is too
long or the drug not in stock, choose another pharmacy within
range. If the user does submit the prescription, she/he will be
asked to input his/her telephone number, in order to receive a
message when the prescription is ready for collection. When the
transmission is completed, the user is displayed a confirmation
message.
VI. EVALUATION
Evaluations of health care IT applications are by neces-
sity multiperspective and multidisciplinary. To understand what
causes new systems and procedures to succeed or fail, one has to
take into account the social and work environment within which
they are being introduced.
The prototype was evaluated using two questionnaires, one
for the clinical staff and another for the patients, based on rat-
ings on a five-point Likert scale (strongly agree, agree, neutral,
disagree, and strongly disagree).
Both questionnaires (Table I) comprised 18 questions,
grouped into three categories regarding the usefulness, effec-
tiveness, and usability of the application. While for the first two
categories, the questions were common for both the cohorts,
they differed in the third. Moreover, for each such category





there was an even balance struck in the number of positive and
negative statements contained, so as to avoid participant bias.
All participants regarded themselves as computer literate and
used a mobile phone in their everyday lives.
A. Clinical Evaluation
The implemented application was evaluated with 15 GPs from
a sample of surgeries in London. The participants were given
an overview of electronic prescriptions, and were then asked to
write and process such a prescription (Table II). At the end of the
experiment, participants were asked to complete the evaluation
questionnaire. Their responses shall now be analyzed in turn.
1) Application Effectiveness: Clinical evaluation revealed
that, with the possible exception of Q3 for which no clear
trend could be established, participants’ views of the proto-
type’s effectiveness were generally positive (Table I). Thus,
the application was perceived by clinical staff as being easy
to learn (Q1), with 60% (n = 9) strongly agreeing with this
point of view. There was also a general agreement (strongly
agree: 33.3%, n = 5; agree: 53.3%, n = 8) among participants
that the application would be beneficial to patients, by freeing
up time while the drug was being dispensed (Q5). Moreover,
participants generally disagreed with them not using the devel-
oped application in their everyday lives (Q4), as well as with
respect to the inconvenience presented by carrying a wireless
device such as the one used in our experiments with them (Q6).
The only question in this category for which the expressed opin-
ions were not statistically significant was the one regarding the
ease of understanding of the operating instructions (Q3). While
this might reflect that most clinicians participating in our study
did not have a technical background, the opinion is somewhat at
odds with the fact that most applicants did find the application
easy to learn (Q1) and relatively easy to input data (Q2).
2) Using the Program: Our evaluation highlighted that there
was a general consensus that it was easy to submit prescriptions
(Q12), with all polled responses to this question belonging to the
strongly agree or agree categories. Moreover, there was a gen-
eral agreement (33.3% strongly agreed and 46.6% agreed) that
screen directions were consistent and easy to follow (Q7). On
the other hand, they generally disagreed that the displayed text
was unclear (Q11), as they did with respect to any potential nav-
igational difficulties that our developed application might have
had (Q8). While opinions with respect to how easy it was to err
when using the program (Q9) were mixed (and not statistically
significant), we were nonetheless pleased to note that clinicians
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TABLE III
PATIENT EVALUATION TASKS
participating in our study did in main agree that the program
does respond in an appropriate manner to any erroneous course
of action (Q10).
3) Application Usefulness: Evaluation with clinicians also
revealed that 80% (n = 12) of participants would rather use EPS
instead of the current paper-based system (Q13a), with there be-
ing almost unanimous agreement (strongly agree: 60%, n = 9;
agree: 33.3%, n = 5) that EPSs would solve problems linked to
deciphering handwritten prescriptions (Q18a). An identical pat-
tern of responses was observed with respect to the GPs’ belief
that using this system would facilitate the process of prescrib-
ing drugs (Q15a). There was, however, disagreement that the
developed EPS would not reduce the time that patients would
have to wait in order to retrieve their prescribed medication
(Q14a). Opinions were mixed with respect to the potential oc-
currences of fraud that the EPS might or might not lead to
(Q16a—some opinions were that it might eliminate fraud as it
is currently known, but give rise to new forms). Similar feel-
ings were echoed with respect to the complete elimination of
dosage mistakes (Q17a). This was seen as a direct consequence
of fraudulent activities, but was somewhat overridden by partic-
ipants’ agreement on Q18a, which is a current major source of
dosage mistakes.
B. Patient Evaluation
The implemented system was evaluated by a sample of 28
London-based patients. Each was given an introduction to the
prototype, as well as a list of four tasks (Table III) to perform
using the application.
Evaluation with this cohort of users generally revealed across
the board, highly positive opinions indicating that the partici-
pants had a general consensus in respect of the prototype being
effective, easy to use, and useful (Table I). The next three sec-
tions discuss the responses in more detail.
1) Application Effectiveness: Results showed that the pa-
tients believed the application was easy to learn (Q1), with
60.71% (n = 17) of the patients strongly agreeing and 28.57%
(n = 8) agreeing with this statement. Furthermore, results high-
lighted a general consensus that the patients had in respect of the
application facilitating their life by allowing them to continue
their everyday life while waiting for their drug to be dispensed
(Q5), with respectively 25% (n = 7) of them strongly agree-
ing and 57.14% (n = 16) agreeing. Lastly, we remark that the
participants generally disagreed with the fact that carrying a
wireless device was inconvenient (Q6) and that they would not
be using such an application in their everyday life (Q4).
2) Using the Application: Here, the overwhelming major-
ity of the participants, 93.86% (n = 26), agreed or strongly
agreed that it is easy to register a prescription in a pharmacy
system using the application (Q12). Additionally, the partic-
ipants found screen directions to be consistent and easy to
follow (Q7—strongly agree: 17.85%, n = 5; agree: 60.71%,
n = 17). It is also to be noted that the majority of participants
were in disagreement with statements regarding navigational
difficulty (Q8—strongly disagree: 21.43%, n = 6; disagree:
60.71%, n = 17) and the lack of text clarity (Q11—strongly
disagree: 46.43%, n = 13; disagree: 39.29%, n = 11).
3) Application Usefulness: As Table I depicts, there was
also a general consensus on the patient’s part regarding the
prototype’s usefulness. Of particular interest is the fact that
most of the patients appreciated the flexibility our applica-
tion provided in the choice of pharmacies (Q16b). In this re-
spect, 53.57% (n = 15) of the patients strongly agreed whereas
32.14% (n = 9) of them agreed. Moreover, patients found it
practical to receive a message from pharmacies when their
medicine was ready for collection (Q15b), as well as know-
ing the current queue length. In fact, this last feature was highly
popular with our tested sample, the majority (67.85%, n = 19)
of which strongly disagreed with the statement that knowing
the applications’ queue length was not useful (Q18b). Lastly,
another EPS feature suggested by the users, namely the ability
of the prototype to provide drug status information, was also
well-received (Q14b).
VII. CONCLUSION
Electronic prescription systems promise flexibility and ef-
ficiency in the prescription and dispensation of drugs. How-
ever, rarely do they deliver ubiquity. In this paper, we describe
the design and implementation of a flexible, wireless-enabled
prototypical solution for EPSs that effectively exploits the Jini
technology and complements existing wired approaches to offer
enhanced levels of prescription service.
Our solution is fully operational, secure, and ubiquitous, and
was highly rated by both clinicians and users. By putting to good
use the dynamic networking features of Jini as well as its service-
oriented approach, it gives both categories of users the flexibility
to choose the way in which the prescription is delivered, the
particular pharmacy that will dispense the drug (these can either
be a designated one or one of a number of pharmacies that
happen to be in range of the user’s Jini-enabled mobile device),
and offers the users information on queue lengths and estimated
waiting times for the prescription to be delivered.
We are aware though, of the limitations of our work. The de-
veloped prototype would benefit from supporting the prescrip-
tions being forwarded to a third party. Being a proof-of-concept,
no management tools have been incorporated in its design, nor
have we investigated issues of performance. Patients would also
benefit from knowing a priori if a prescribed drug was in stock at
a particular pharmacy. From an evaluative perspective, a larger
sample size would certainly have been desirable. Last but cer-
tainly not the least, in our prototype the Jini applications are
implemented on single machines. The ideal solution, however,
would include replications of services, lookup services, and
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web/code servers on different entities on the network to ensure
a more fault tolerant system and increase scalability. All of these
directions form part of our future efforts and endeavors.
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